PCI Business Case / Purchase Justification for CORE IMPACT Pro 
This document is intended to help you justify the purchase of CORE IMPACT Pro to assist with PCI compliance initiatives. While CORE IMPACT Pro provides a comprehensive approach to testing your overall information security posture, the content below focuses on the product’s ability to validate and prove the compliance of multiple security measures and policies mandated by the PCI Standard.
You are encouraged to copy and use this information for the explicit purpose of creating your own internal business case or purchase justification for CORE IMPACT Pro. The below content is written from the point of view of you, the product requester. Areas highlighted in gray present content options based on your payment card merchant or service provider status, as well as other notes for product requesters.
If you have questions or require additional information for your business case, please contact us at +1 617-399-6980 or info@coresecurity.com.

Executive Summary
This is a proposal for the purchase and implementation of CORE IMPACT Pro from Core Security Technologies. IMPACT is a software product that we can use internally to test the security of our network systems, web applications, wireless networks, and endpoint systems, as well as our exposure to phishing and other social engineering attacks. 
IMPACT Pro fundamentally addresses the vulnerability assessment and  penetration testing needs that reside within nearly every organization today based on the increasingly sophisticated cybercrime landscape, the continued adoption of new technologies, the proliferation of layered security tools, and the rapidly expanding scope of both government and industry regulations. IMPACT Pro also addresses the growing demand for tangible metrics that can be used to measure the progress of security programs over time and to share those results with IT and business management.

Our interest in this product is timely, because it can assist us with our PCI compliance efforts. Through the Payment Card Industry Data Security Standard (PCI DSS), the major credit and debit card issuers mandate that we implement and ensure the effectiveness of certain security measures to protect the cardholder data that we handle. IMPACT Pro, the proposed product, will help us comply with the penetration testing requirements mandated by PCI and enable us to prove the compliance of other PCI-mandated defensive applications and security policies.
PCI Standard Overview
The PCI Data Security Standard represents a common set of industry tools and measurements to help ensure the safe handling of sensitive credit card and debit card information. The Standard provides us with a framework for developing a robust account data security process for preventing, detecting and reacting to security incidents. It was authored by The PCI Security Standards Council, which was founded by American Express, Discover, JCB, MasterCard and Visa. 

The Standard applies to all merchants and service providers that store, process or transmit cardholder data. According to Visa’s definition, we are a Level [select 1, 2, 3 or 4] [select “merchant” or “service provider”*]. 

*The following pages on Visa’s website define merchant and service provider levels. Use this information to determine your organization’s classification and level:

· Merchant levels: http://usa.visa.com/merchants/risk_management/cisp_merchants.html?it=l2|/merchants/risk_management/cisp.html|Merchants#anchor_2
· Service Provider levels: http://usa.visa.com/merchants/risk_management/cisp_service_providers.html?it=l2|/merchants/risk_management/cisp_merchants.html|Service%20Providers#anchor_3
Below is an overview of the 12 main PCI requirements that we need to comply with: 
Build and Maintain a Secure Network

· Requirement 1: Install and maintain a firewall configuration to protect cardholder data

· Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Protect Cardholder Data

· Requirement 3: Protect stored cardholder data

· Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program

· Requirement 5: Use and regularly update anti-virus software

· Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures

· Requirement 7: Restrict access to cardholder data by business need-to-know

· Requirement 8: Assign a unique ID to each person with computer access

· Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks

· Requirement 10: Track and monitor all access to network resources and cardholder data

· Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy

· Requirement 12: Maintain a policy that addresses information security

A PDF of the complete Standard can be found here:  https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
CORE IMPACT Pro Overview

CORE IMPACT Pro will allow us to perform proactive, independent penetration testing on our systems (including those that handle payment card data), applications and end-users. We’ll be able to replicate real-world hacking, malware and data theft techniques and gain actionable data that will help us find and fix our most pressing security weaknesses before they are exploited. Using the product, we’ll be able to determine how well our defensive security measures and awareness policies prevent, detect and react to attacks, including attempted data theft.

· Server and desktop operating systems and critical OS services

· IDS, IPS, firewalls and other network security solutions

· Vulnerability scanner results and remediation system effectiveness

· Commercial and proprietary web applications, including those that utilize user authentication credentials 
· Wireless network encryption strength
· Endpoint applications (e.g., web browsers, email readers, instant messaging, media players, business applications, productivity tools, etc.)

· Endpoint security solutions (e.g., antivirus, anti-phishing, anti-malware, host-based intrusion detection and prevention systems, etc.)

· End-user awareness of phishing, spam and other social engineering attacks 

In addition to assisting with PCI compliance, the product will help us to effectively plan, prioritize and execute security fixes and policy adjustments.

How CORE IMPACT Pro Will Help Us Comply with the PCI Standard
To comply with the PCI Standard, we need to validate the effectiveness of the security defenses and policies mentioned in the requirements listed above. We’re required to document this [If your organization is a Level 2, 3 or 4 merchant or a Level 3 service provider, use this: “through a self-assessment questionnaire that we need to submit annually to our acquiring bank” or If your organization is a Level 1 merchant or Level 1 or 2 service provider, use this: “through an annual, on-site assessment by a PCI Qualified Security Assessor”*]. Testing our security posture is an important part of preparing for and passing PCI assessments.
The product will allow us to test and validate the compliance of multiple PCI-mandated security measures, including the following:

Requirement 1: Firewalls
1.1.1 Establish a formal process for testing network connections and changes to the firewall.

Requirement 2: System passwords and security parameters

2.2
Assure that system configuration standards address security vulnerabilities and are consistent with industry-accepted system hardening standards.

Requirement 5: Anti-virus software
5.1.1 
Ensure that anti-virus programs are capable of detecting, removing, and protecting against malicious software.

5.2 
Ensure that all anti-virus mechanisms are current, actively running, and capable of generating audit logs.

Requirement 6: Secure systems and applications

6.1 
Ensure that all system components and software have the latest security patches installed. 

6.3.1 Test all security patches and system and software configuration changes. 

6.6
Ensure web applications exposed to the public Internet are protected against the most common types of malicious input . 
Requirement 11: Regularly test security systems and processes

11.1 
Test security controls, limitations, network connections, and restrictions to assure the ability identify and stop unauthorized access attempts. 

11.2 
Run internal and external network vulnerability scans at least quarterly and after any significant change in the network.

11.3 
Perform penetration testing at least once a year and after any significant infrastructure or application upgrade or modification (such as an operating system upgrade, a sub-network added to the environment, or a web server added to the environment). Using IMPACT will help us to directly comply with the network-layer penetration testing requirement under this section. The product will also help us to comply with web application-layer testing requirements for major vulnerability classes, including cross-site scripting (XSS), remote file inclusion for PHP applications, and SQL injection.
11.4 
Use network intrusion detection systems, host-based intrusion detection systems, and intrusion prevention systems to monitor all network traffic and alert personnel to suspected compromises. Keep all intrusion detection and prevention engines up-to-date.

Requirement 12: Maintain an end-user information security policy

12.9.2 Implement an incident response plan and test it annually.

Note: The above requirements are paraphrased for brevity. Please refer to the PCI Standard for the complete text of each requirement:  https://www.pcisecuritystandards.org/tech/download_the_pci_dss.htm
Why CORE IMPACT Pro
Following are some of the reasons why I’m recommending that we use CORE IMPACT Pro to satisfy the security testing requirements of the PCI Standard:
Product Characteristics
· Can be used effectively by existing, internal staff 

We can use the product with our existing staff and skill sets. Training requirements are minimal and provided by the vendor – and the product is easy to use. Performing testing ourselves enables us to limit knowledge of identified security weaknesses to a select group of internal security staff. It also allows us to regularly assess our security status as we add, update and upgrade endpoints, servers, networking gear, web applications and other IT assets – as is mandated by the PCI DSS.
· Product quality, stability and safety for our network
IMPACT Pro is a commercial-grade security testing solution. It tests our security against hacking, malware and data breach attempts using the same techniques that cyber criminals employ, however it does this safely and securely – without putting the security or stability of our networks, endpoints or applications at risk. The test code it runs is developed entirely in-house by Core Security and undergoes frequent and thorough quality assurance review. This means that we can run regular tests against our IT assets and infrastructure with minimal risk to systems uptime.

· Reporting and auditing capabilities

IMPACT Pro generates clear reports containing details about tested networks, applications and systems, results of end-user tests, audits of all simulated data breach attempts, details about proven security weaknesses, visual attack path charts, and links to related remediation information. The reports provide documentation of all tests of the PCI-mandated security measures mentioned in the requirements listed above, validating whether they are in-place and working properly. This will assist us in preparing for audits, as well as in planning and prioritizing our ongoing vulnerability remediation efforts. 

· Ability to test our heterogeneous infrastructure 
The product is developed to replicate security compromises from as many approaches as are relevant (e.g., from from within our network, from outside of our firewall, over wireless networks, via applications authentication or email-based social engineering, etc.). It can also help us to identify weaknesses across various operating system platforms, versions and service packs existing on systems throughout our network – including those that handle card transactions and those that may provide indirect, backend access to cardholder data.
· Ability to test web applications 
IMPACT Pro is the market’s only commercial-grade automated web applications penetration testing software, allowing to us to verify that both commercial and proprietary web applications are protected against threats that seek to compromise Cross-site scripting, SQL injection (including blind injection) and PHP file inclusion vulnerabilities. In addition to addressing the requirements of PCI, isolating these types of vulnerabilities will protect us against the most ubiquitous forms of attacks being targeted at web applications today.
· Constant updates for testing against the latest attack trends
A combination of increasing connectivity, ongoing technology updates and additions, and persistent criminals means that the security landscape is constantly shifting. As part of the product subscription, Core Security provides regular updates that test for newly discovered vulnerabilities in operating systems, services, end-user applications, wireless networks, and other potential points of exposure.
Security Industry Recognition and Use

· Favorable product reviews 
IMPACT Pro is regarded as a top security testing product by industry publications and independent security analysts. Following are excerpts from product reviews, as well as links to the reviews:

SC Magazine – Top 20 Products of the Past 20 Years
"We have seen many of the other commercial and open source pen test tools and there are some very good ones. But when it comes to needing a consistent, configurable, customizable, easy-to-run pen testing tool, Core Impact from Core Security is a favorite hands-down. And it's because of its strength and consistency that it makes our anniversary list."
http://www.scmagazineus.com/Core-Impact/Review/3013/ 

InfoWorld – 2008 Technology of the Year award recipient

“Core's smart dashboard, friendly UI, attack configuration wizards, and focused reports make penetration testing easier than ever to conduct and interpret."
http://www.coresecurity.com/files/attachments/InfoWorld_Jan_2008.pdf
Information Security – “Hot Pick” product
"CORE IMPACT Pro is an amazing tool to validate your security posture. We highly recommend it to security engineers to verify the vulnerability of their networks, or confirm test results from third-party consultants."

http://www.coresecurity.com/files/attachments/CORE_IMPACT_Information_Security_Review.pdf
· Product adoption by trade publications, security associations and training organizations
IMPACT Pro is used by trade publications such as SC Magazine (http://www.scmagazine.com) and ICSA Labs (http://www.icsalabs.com) to test, review and compare other security applications – including many of the defenses mandated by the PCI standard. The product is also used by multiple security training organizations including the SANS Institute (http://www.sans.org), the largest information security training and certification organization in the world.
Vendor Presence and Customer Base

· Market leadership

Core Security Technologies is the established market leader in penetration testing products and is widely recognized for product innovation and customer focus by industry analysts and security publications. The company has been in business since 1996 and is based in Boston, MA.
· Customer base

Over 900 organizations worldwide use IMPACT Pro for security testing. The customer list includes the following organizations:

[Include examples from Core Security’s sample customer list: http://www.coresecurity.com/content/customers]
· Thought leadership

In addition to providing its own security testing products and services, the company has developed commercial software products for other security vendors, collaborated with leading consulting firms to provide IS expertise, and contributed extensively to industry publications. The company also has a highly regarded research arm, CoreLabs, which works to anticipate and solve future information security issues.
Product Cost
[Contact your account executive for pricing details.]
The product subscription includes:

· Software license

· All version upgrades

· Regular product updates (includes new test code, which is released regularly – approx. 4x per month – as new security vulnerabilities are discovered)

· Training

· Customer support

Why now?
We are assumed to be PCI compliant today by the credit and debit card companies that we work with. Going forward, we may be fined and penalized if we fail to prove our compliance with the PCI Standard during our mandated, annual assessments (which must be documented and submitted to our acquiring bank). While the card companies hold our acquiring bank responsible for ensuring that we are compliant, any non-compliance fines levied on the bank will likely be passed directly to us.

For Level 1 and 2 merchants only: Visa’s penalties for not proving compliance include:

· $25,000 per month 

· An increase in the interchange rate we pay for each card transaction that we process. We will be downgraded by one interchange tier for all Visa and Interlink transactions until we prove PCI compliance.
Also, MasterCard recently expanded the fines that it will impose on all merchants in Levels 1-3 for failing to meet the applicable terms of DSS. Specifically:

· Penalties for initial noncompliance for Level 2 and Level 3 merchants, assessed quarterly, have increased to $25k and $10k respectively, and the previous $500k per merchant annual cap on potential fines has been eliminated.

· For Levels 1 and 2, after the first $25k penalty for a failed audit, a second PCI noncompliance fine increases to $50k, then $100K for a third violation and $200K for a fourth. Level 3 retailers face first through fourth quarterly violation fines of $10K, $20K, $40K and $80K. 

· PCI regulated “service providers” (vs. merchants) that are ranked either Level 1 or 2 will face first through fourth violation fines of $25K, $50K, $100K and $200K.
In the event that we experience a data breach, we could also be subject to additional fines from the card companies, including:
· Up to $500,000 per incident

· $100,000 for failing to report an incident

· For Level 2, 3 or 4 merchants and Level 3 service providers only: Mandated security assessments by third-party auditors (the same as required of Level 1 Merchants and Level 1 and 2 Service Providers) 
These penalties are in addition to legal costs, card replacement fees, and losses to customer confidence and shareholder value.
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