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Product Overview

Preempt Business Risk with Predictive Security Intelligence

CORE

INSIGHT ™

ENTERPRISE

CORE Insight™ Enterprise is the first security intelligence solution that enables you to continuously predict IT security threats and
preempt business risk. By combining advanced threat simulation with real-world threat replication, Insight allows you to:

e Improve security, optimize budgets and increase efficiency

e Predict threats without disrupting operations

e Reveal the business implications of security exposures
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Insight complements and interacts with your most critical security solutions.

Proactively assess your security with real-world offense

e Eliminate data overload and gain actionable information

e Connect real risks to specific operational and business goals

* Make the right decisions to ensure business continuity

Add unmatched intelligence to your IT security ecosystem

A real-time intelligence platform, Insight provides unified threat validation
and prioritization while feeding key analytics to your security ecosystem.

¢ Vulnerability Mgt: Pinpoint the most critical exposures amidst scan data

e GRC: Verify compliance and reveal the risks of non-compliance

e End-User / Endpoint Controls: Evaluate awareness and defenses

e Security Controls: Ensure the efficacy of firewalls and other defenses

e Detective / Forensic Controls: Trace paths from initial breach points;
find subsequent business risks

e SIEM: Understand alert severity in the context of your business

1. Environment
Profiling
Tell Insight about
your environment

Insight simulates potential attack paths and safely replicates actual

attacks, revealing exposures across multiple threat surfaces.

Threat Planning and Simulation: Model network attacks to
identify where exploit-based testing might be necessary.

e Discover and profile network assets

e Reveal attack paths that expose business assets

e Identify exploits that could be used by attackers

Threat Replication: Validate if critical assets could be
breached and understand the risk to your business.

e Network: Exploit vulnerabilities and weak passwords

e Endpoint: Evaluate phishing awareness and defenses

e Web: Verify SQL injection and cross-site scripting exposures
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7. Dashboard /
Reporting
Insight presents
findings in terms
relevant to your
organization

2. Campaign
Definition
Define critical IT
assets (aka goals),
scope and timing

6. Infrastructure
Change

Campaigns can
automatically adapt
as you deploy new
systems

3. Threat Planning
and Simulation

Insight calculates
likely attack paths
to defined assets

4. Threat Replication

Insight attempts to
exploit vulnerabilities
along the paths

5. Adaptive Path
Adjustment

Insight seeks new
paths as systems
are compromised

CORE Insight follows a seven-step process to preempt risk across your organization.
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Realize the benefits of predictive security intelligence thro

ughout your organization

CORE Insight enables you to take a proactive, head-on approach to eliminating business risk.

Predict security threats
Proactively identify exposures throughout your environment
and understand how they impact your business

Validate critical vulnerabilities
Increase efficiency, pinpointing critical threats previously lost in
disparate data feeds

Communicate risk clearly and effectively
Present risk analytics in the context of key assets, operational
areas, compliance mandates, and business objectives

Assess security controls
Test defense efficacy and make informed spending decisions
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Gain centralized visibility into your
enterprise security posture

DASHBOARD

Scale security assessments
Expand scope, reach and frequency without adding headcount

Assess and analyze web application vulnerabilities
Reduce risk and minimize development spending by identifying
exposures before go-live

Test end users and endpoints
Address lapses in awareness and minimize threat surfaces

Achieve comprehensive asset visibility
Reveal and track previously unknown systems and attack targets

Stay ahead of emerging threats
Receive several updates each month containing new and
enhanced testing capabilities
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Insight delivers intelligence targeted to different
audiences and objectives. For example, the
Executive Dashboard provides:
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Heat maps: Compare threat levels across
business units, locations and more

Security posture trends: Get metrics for
resource allocation and business justifications

Lower # of Breaches MMM Higher # of Sreaches

Active campaigns: Monitor the progress of
current security tests

ACTIVE CAMPAIGNS
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Vulnerability management charts: Track
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VULNERABILITY MANAGEMENT EMERGING NETWORK THREATS

e Show vulnerabilities by  Breaches = Select time range: 90 Days
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e Emerging threats: See how Insight testing
capabilities match to your environment -
e Drill-down capabilities: Click-through to Y
actionable information for addressing threats "
-
Insight also offers Tester and Campaign Manager
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dashboards, as well as Executive, Campaign,
Trend and Vulnerability Validation reports.

The CORE Insight Executive Dashboard provides key metrics about your real-world security posture.

Drill-down capabilities
reach critical assets in
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include visualizations of how attacks could leverage multiple vulnerabilities to
your environment.
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